Journal of Business Economics and Information
Technology

http://scientificeducation.org VOLUME II, ISSUE 5, October 2015

Web services Threat Modeling in a Collaborative System

Stelian Dumitra?®, Bogdan-Gabriel Vasilciuc®

ab Department of Economic Informatics Doctoral School,Bucharest University of Economic Studies,Bucharest,
Romania, e-mail: bogdanvbg@yahoo.com

ARTICLE INFO

Article history:

Received: September 28, 2015

Received in revised form: October 5, 2015
Accepted: October 8, 2015

Available online: October 20, 2015

KEYWORDS : Methodology, Modeling, Software Development Life Cycle (SDL), Collaborative System,
Security

ABSTRACT

In this paper is applied a threat modeling methodology on a collaborative system.

Firstly it will present the current stage of collaborative system security, and then it will be shown how to
integrate web services into collaborative platforms. The Threat Modeling methodology is proposed by
Microsoft and is a part of the Software Development Life Cycle (SDL). It enables application development
team to identify the security threat to a system, evaluate and document those threats and
vulnerabilities, determine the risks from those threats, and establish appropriate mitigations. This paper
is focused on the web services component. At the end of the paper it will be described the risk mitigation
solutions for this collaborative system.




